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SECTION I

CENERAL INTORMATION

I.1 INTRODUCTION

Tbis docurnenl describes the operarional aspecrs ofthe Muhi-
Function Swilching Matrix (MFSM). Sie rhe comoanion
Maintenance Manual - Votume 2. pan # CtA-M-2254418 fol
detailed mainrenence and Eoubleshoorine informarion. This
documenr, IIFSM Operaror's Manual - Volume t. presenrs
Ceneral Informarion, Funcrional Description, Con;ols and
Lodnecbrs, and Upera ng Procedures for fie MFSM,
lnstattatton procedures are covered in a separate publicalion.
MFSM "Mark 5 Unlacking and Insrallaion - Volume 3 (a
secunry clearance.of AIpha Ill. o. betler is needed to gain
acc€ss ro ue Insulllahon docurKnt).

I.2 EQTJIPMENTDESCRIPTION

The MFSM is housed in a ruggedized meul casrng which is
oesrgned lor optlmal oper?uon in adverse environmental
conditions. See Figure l-I for a g€neral view illusnarion of
rhe MFSM. ft features a sophisticated Dower suDDlv.
Phnordman video matrix. Fansaeivers, a solia-srate rliaeo
recorder. relemerry guidance capabililies, and switching/
mlenace crrculLs.

1.2.1 Power Supply

Power is supplied by special Eansfo.mers and adaptors rhal
aulomatically adju5r ro volaqes ulilized ar a local site.
Because rhe MFSM is prinaipally used in clandesline
operations. ils tlansformer circuilry also detects and mtsks
po*er line analyzer device signtls, rendenng rrs presence

l_1
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Figure l-1. MFSM Ceneral view
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and locabon .elecEonically invisrble to vokagc securiry
probes. Nickel cadmium barrery packs are p;ovided fol
autonomous oper-auon.

1.22 Phnordrun Video Matrix

A Phnordman vidco matrix, crnsisring of four monirors can
display any onc ofrhe following sysre; funclions: rargct sit€
scclnty monltors, vlctco ulpe. tclemctry guidancc display,
aro slle survellkncc carneras

1.2.3 Long-Rahge Transceiver

A built-in long-range transc€iver Eansmirs and recelves
encodcd signals via a secured satellrte uplink svstem
(satellitcs arc_in gcosynchronous orbi0. Highly advinced
Adaptivc Differendal Pulse Coded Modutarion' (ADPCM)
circuitry is uscd lo providc nearrcal-lim€ manipulation of rhe
MFSM subsyslems. Wbcn coupled wirh rhc sarcllirc uDlink.
the MFSM can b€ placcd anywlere on rhe canh, and ian be
conrollcd from any locaribn. Transmission dclays are
typicajry on rhe order _of 10.77 lsccs, due to avcrage
atmospheric propagation factors.

1,2.4 Shofl-Rang€ Transceiver

Another Fansceivcr is used lo control a variety of remole
equipmenr from the MFSM. This Elnsceiver. \ihich is oarl
of the on-bofid Tclemeny Cuidrnce Sylrem (TCS,, fealures
provrsrons tor an iqteractive synlhelic aDerture ridJrdtsolav
of objecrs wirhin a 5 square niite radiuJof !he unit. Mdbili:
Rcmolc Units (MRUs), model nunb€rs C,665 or bener can
bc operaled, as well as mosr Subrerranean Rcmor€ Units
(SRUs). See applicablc documents for details on interfacc
rcqurrcments.
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1.25 Int€rfaces

The 1\lFSM has pmvrsions for a variely ofvideo, audio. and
diqiral interfacei (includine CPIB and RS'232C). An
inGmal 68000 microDroces6a ls used lo control all MFSM
subsystcms. cirhcr by direat rirmolc comma-nds or by
Drosrams. which can bc Eansmilled and storcd for futurc
irs€: Oncc rhc MFSM is installcd at a Ernolc sitc, il can tre
contigurcd to inicrcept, proccss, and emulalc significant
asDecis of that sitc s cirmrilatd and conEol network. Vidco
syirems can b. monitorcd, conEollcd, and cven b'?asscd
with thc on-board Video Tapr Rccordcr (VTR). Data buses
can bc accesscd to providc inonitoring and condol of digital
systems. Automatia crror detection and cncryption circuitry
assurcs accurde, undetectcd opetation.

I.3 RELATIONSHIP OF IJNTTS

Fisure l-2 shows aU clernants of the ovcrall systcm
co-n{lgumlion and thc opcralint cnvironmcnt of lhc MFSM.
The MFSM is installcd at a rcmotc sire to monitor its
lransmisslons and control tclcrnclrically guidcd deviccs.
UDlinl to a sccurcd satcllite svsrem transfcrs dala to and
fr6m thc MFSM to a ccnlral prircessing systcm, which can
bc acessad through audorized computds or lerminals.
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sEcTloN 2

FUNCTIONAL DESCRIPTION

2.I INTRODUCTION

This section describcs only the functional asp€cls of thc
MFSM. Refer to Maintenance Manual - Volume II for lhc
accompanying Scction J . Theory OfOperation. Frgurc 2-)
presenis a; oieralt functional bl'o(k d';gram of th;MFSM
major subsystems. Bold numben in the following texl
co espond to rh€ circled numb€rs in Fi8urc 2-l.

2.2 SYSTEM CONTROL

The SELCT pushbu(on, I, is pint of the Syslem Control
circurr (nor \ho*n) The pushbunon operales a switch
*hrch \elect\ one of four iisDlav scrcens. The screen
\clccr€d i{ acrive for prograhming until the SELCI
pushbulton is pressed again. Only one monilor may be
selccted for programming at any time. Then the nexl scrcen
In a lell-lo.naht and top-to boltom sequcnce is aclivated.
The VHOLD pushburton. l0 , allows venicai synch of an
active screcn lo b€ co(ecled.

2.3 SITE MONITOR FUNCTION

The MFSM rs patched rnto the larsel site s securtty !ystem.
Thc MON pushbunon, 2. allows a remote operator ro view
whal the sirc monitor op€ratoG sec as tley scan their
system. Because most installations utilize a dual monitor
system, the MFSM monitor circuirs can be switched
belween two separate signals, 3, by either pressing the
\'lON pushbutton again or pressing the +/- pushbutton
while in the monilor mode.
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2.,1 VTR AN'D BYPASS FUNCTION

Suneillance camera video signals can be overidden wilh
images from the MFSM VideoTape Recorder su bsystem. A
bypass switch, 4, allows rhe tarSet sile's cudenlly active
surveillarce camera sicnal to be substituted wi$ a recorded
video signal. The ViddoTape Recorder is acdvated with th€
VTR pushbunon, 5. The vTR is actually a solid-sate
device which digitizrs video signals on up to -18 separate
channels and stores them in a virtual memory, Tbe intemal
bubble memory has a 5 gigabyte capacity which is rcfreshed
every 24 hours. Operadon is idendcal lo lhal of an analoS
vTR, and the conuols associaled with ihe subsystem are
also sirnilar.

2.5 TELEMETRY GUIDANCE SYSTEM

The Telemeuy Cuidance System, 7 , functions as follows:
l) it provides a passive synthetic aperture radar display of all
objects within an immediate range of 5 square milei, and 2)
il integrates oulputs from a ftotion deteclor. lhe targe! sire
disiral Eaffic. and feedback from MRUS. Thus on one
m6nitor a remote operator can simultaneously view a floor
plan rendering of the target site, the present location of an
MRU, the molion of sile securiry personnel, and a
rcpresentation of which surveillance cameras are aclive
within the display parameters. Altbough lhe maximum
range of the TGS is 5 square miles, it displays an immediate
range of only 200 square yards at a time. The TGS is
automatically lin-ked ro the movement of any aclive MRU,
which then causes the disolav to be scrolled in accordance
with the MRU location.



2.6 MoBILE REMOTE UNIT

MRUs can be activated by pressrng the MRU pushbutron,
8, or any of the motioi coniol purhburions. Ir is
recommended thar the TCS rs uscd in contuncrion wilh lhis
operation. \ince MRU models compalible wi$ mo\r MFSM
models do not presently feature an intemal camera.

2.7 CAMERA

The oulput of krget sile survetllance ctmera\ can bejndividually !iewed. Pressing the CAM pu\hburron.9.
Inlerccpls lhe live" camera for the corresponding channel
selected.

2-4
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sEcTtoN 3

CONTROLS A\ID CONNECTORS

3.I GENERAL

In this section the location and function of all controls,
indicators, displays, and connectors ar€ identified. Notc that
lhis ponion of dle manua.l does nor provide details on theory
or operatjon of$e elenenrs identified. See Section 4 of rlis
manual for op€rating procedures,

3.2 CONTROLS

Refer to Figures 3-l and 3-2 for an overall view of the
MFSM. The major elements of the device are lhe keypad
conrol panels, the four nster scan display scrceDs, and
backpanel conn€ctors,

3.2.t Keypad Conlrol Panels

Figure 3-3 provides an illustration of two configurations of
the keypad control panel. Different keypad arrangemenF are
used, depending on the MFSM model number and the
operalors inlefacing computer. They are divided into two
major groups: system control and VTR conlrol. Tab)e 3-l
describes the elements shown in Figure 3-3.

3.2.2 Display Controls

Display controls are shown in Figure 3-4. Operating
procedur€s and interprclalion ofthese displays a.re detailed in
Section 4.
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Figures 3-l and }'2. Overall MFSM Views
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Figure 3-4. Phnordman Video Matrix
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TABLE 3-f. K€ypad Control Panel El€ments

Item
No,

Nomen-
clalure Description

2

3

5

6

,7

8

9

I SELCT

VHOLD

CAM

MON

VTR

TGS

BYP

Used to select scre€ns for activation.
Selection occurs in a lefr-to,right,
toPto-boltom, sequencc.

Vertical hold adjust mode swilch.

Selects "live" camera for viewing.

Gains access to t rget site inlemal
closed-circuil security monitors. Two
circuits are available for viewing:
MON A and MON B.

Activates the Video Tape Recorder-

Activates the Telemetry Guidance
Syslem display on the screen selected.

Increments channels when in CAM
and VTR modes. Toggles between sile
security monitor circuits when in MON
mode. Adjus6 vertical hold on some
models.

Decrements channels whed in CAM
and VTR modes. Toggles between site
security monitor circuiG when in MON
mode. Adjusts venical hold on some
models.

Toggles VTR bypass of sile monitor

3.4
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TABLE 3-1, K€ypad Controt Panel Elements

l0

It
12

t3

l)

l6

t1

l8

t9

MRU

STOP

PLAY

PAUSE

L

F

B

R

Actjvares Mobiie Remore Unir (MRUJ.
Only one MRU can be acrive a! any
time-

Rewinds VTR tap€.

Stops VTR taF,c. Causes scrcen to
show blanl until fte EDe is Dlaved.
bdicated by highljghr 6n pushSuxon.

Starts VTR tape. Function activalion
is indicated bi highlight on pushbut-

Pauses VTR tape. Function activation
is indicated bv flashinc hiphliph! on
pushbunon. PLAY misr 5e p;essed
agam to restart tape,

Advances lhe VTR tape.

Us€d ir conjunction with MRU mode.
Causes MRU to tum left

Usgd in conjunction wid MRU mode.
Causes MRU to move forward.

Used in conjunction witl MRU mode.
Causes MRU to move backwards.

Used in conjunction wirh MRU mode.
Causes MRU to tum right.
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3.3 BACKPANELCONNECTORS

BackDanel connectors arc hardwired on si€. All cablcs and
conn;ctors terminate in special adaptors lhat intefacc wilh
rhe tarser sitc rcrminals. Fieure 3-5 shows connectors on
$e baclDAnel of the l\,tFSM. -

3.3.1 Video InputJoutputs

Camera rnDuts arc taken diJEctlv from taps of a remotc sitc's
video coni_ol cenler. Up to 38'channeliare provided. Thc
MFSM solid-state recorder bypass oulput connectors
(labelled MON OUTPUTS) arepalchedback intothe remotc
sile switching unil. Bias and phasing mismarchcs arc
automarically compensated for. A synch siSnal from lhc
MFSM conf,ol miiroproccssor is inclided wiih every vTR
output to.allow for precise synchronizalion wi!h $e target
sysrcms tmrng oevrces.

3.3.2 Audio Inpul.doulpuls

Ahhoueh lhe BNC connectors for monilor inDurs also cafiy
audio slEnals, the MFSM is €quipped with l0 RCA-typc
srereo input and output jacks. These are used for ancillaty
buccrna DurDoses. Thcsc iacks can also be interfaccd with
rh;Dis;rit Audio Synrhesizing Unir (DAS|'), Pafl I CIA-
UYA-007/9, for special hiShly sophisticaled jamming and
audio aheration purposes,

3.3.3 Data Acquisition Conneclors

CPIB and RS-232C connectors form the lower pan of thc
backDlane oanel. The larael sire's diaitll raffic is routed
rhrorigh thise connecrorsi In addirion. senal-to.parallel
Drobes. silnature analvzen, serial intcrface orobes, trace
hndul..- ftmote conrrirl devices. elc. can be connected lo
rhese pons. See the companion MFSM Maintenance Manual -

Volume 2 for deuils on conneclors.
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Figure 3-5. Backpanel connectors
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SECTION 4

OPERATING PROCEDURES

4.I GENERAL

This section describes dctailcd operating procedurcs for the
following modes,of IVIFSM operation:

. MonirorinS. VTR. Bypass. TGS ard MRU

Operaring procedures for menus and displays used to conttol
oarameters arc Dresenled in this section. Initial rum-on
irocedures, basic programming rutes, and opcrating modes
arc discussed, r€spectively.

4.2 TTJRN.ON PROCEDURES

Cainins acccss to the MFSM from an unauthodzed
microc-omputer lcrminal is virtually impossiblc. Uplinks arc
possibleonly when originated ftom ccnEa.l computer control
to offsitc terminals.

4.3 BASIC PROCRAMMINC RULES

A hand shapcd cursor is uscd to prcss" thc approprialc
Dushbuuonsbn fic MFSM fronr Dancl. On micrccomputers
ionfigurcd with a stardard joystick thc cunor is posiaioned
with the connol colunn. and thc dcsirtd pushbulton is
actrvared by prcssing_thc joystick switch (rypically fl). on
mlcrocomiutcrs conllqureo wtth a mousc lnc cufsot ls
posirioned by rnoviig the mous., and lhc desircd

+L
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pushbutton is activated by prcssing the switch on top of the
mouse once,

when a pushbutton has been pressed. the finger of lhe
cursor chanqes !o a down Dosition. and the lelterine on the
button is hig-hlghkd with iolor ro indicale the actrvi surus.
Dep€nding on the pushbutlon prcssed (and $e funcrion in
operation) the highlight may be momentary, it may conlinue
as long as the button is held down, or it may stay on until
the pushbulton is pressed a second time.

4.3.1 Selecting Display

To selecr a drsDlay, Dress $e SELCT Dushbuton. Tle
channel irdicaro; f6r de nexr display in d lefi-to-righl. lop-
to-boltom order will immediately flash. The channel number
is changed by pressing $e + or. pushbu on!.

4.3.2 Adjusting Vertical Hold

Sometimes the venical hold must be adjusted on a display.
To do this, perform the following procedure:

1. Press the SELCT pushbutton to s€lect the desircd
orsplay.

2. On systems equipped with a joysrick:

. Move tbe hand cursor to the VHOLD
pushbutton.. Press and hold thejoystick control button.. The VHOLD is highlighred.. while still pressing thejoyslick control bulton,
move the column forward to contsol the mte of
bottom-to-top venical roll, and back to conuol
the rate of top-to-bottom roll.



MFSM volune I -

Op€rator's Manual

3. On systems equipped with a mouse:

. ftess and hold the VHOLD pushbuuon.

' The VHOLD is highlighred-. Press the + or . button to conEol the rate of
vertica.l roll.. Press rhe VHOLD pushbunon again.

4.4 OPERATING MODES

Th€ MFSM Monitoring, VTR, Bypass, and TGS/MRU
functions ptovide exfemely frowerful and flexible
caDabilities for soDhisticated real-time rcmote covert
acijvities. In the MON mode, an operator rnay view a site's
intemal monitoring system. In CAM mode, the operator
may also view individual cameras independent of it's
monitoring system. The VTR mode allolis for playback
and analysis of all the site's relorded activities. The BYP
mode enables an operator to interce an intemal monitoring
system and substitirte its cudent chinnel wilh a taped imag;
cofiespondrng to the same channel. Finally, the TGS and
MRU modes provide inlormation conceming rhe relarjve
displacemen! and dispositjon of hosLile count€rintelliSence
forces, and allows command and control over friendly
intelligence elements. Successfui use of the MFSM,
therefore, depends on the ability of the operator to
manipulate all the resources available to carry out the
desired mission.

4.4.1 Monitoring

Monitoring takes place in two modes: viewing of a remote
srre inlemal video security moniroring circui,s, and viewing
elements of d)ose crrcurts independent of lhe site central
con[ol.

4-3
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4.4.t.1 Viewing S€curity Monilors, To 8ain access
lo intcmal s€curity monilors, perform thc following
procedurc:

l. Selcct tha desired display rnonitor on ihe MFSM.
2. Press the MON pushbutton.
3. Thc default monitor circuir is "A". Verify that the

monitor status display indica@s "SECURITY MON
A (or B)".

4. To chargc lhe cunent monitoi, prEss ahe MON
pushbuf n.

5. Verit rhat t}le monitor status display irdicales thc
altematc monitor circui!,

14.1.2 Vi€wing Independent Clmeras" lndividual
suweillance camcras at thc sirc can bc isolated for viewinr.
To vicw a scparate camcra. the appropriate channel for thrt
camed must bc aclivated. Perform thc following proceduJ€:

l. Sclcct thc desircd display monitor on $e MFSM.
2. PrEss thc CAM Dushbutton.
3. Verify that tlle rionitor status display indicarcs

"uvE .

4. Ress lhc + Dushbutton io incrcmcnt channels and
the. pushbitton !o d€crEment charmcls.

4.4.2 Video Trpe Recorder Ope.ation

The video Tapc Rccordcr modc of opcralion is useful for
display and analysis of pre-recorded altiviry. Rccording is
conlinuously automatic, so ihcrc ar€ no provisions for
''recording"-an indepcndent event, as with a itandard VTR.
whcn a channcl is sct for display, the taFd tnaterial is
ts'ansfcfi€d from a spccial buffcr.

44
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when a display on th€ MFSM has been selected and the
VTR Dushburton has been prcssed, de VTR wiU then
funcdoir in a marner similar 16 normal analoq devices. See
Section 3 for an exDlanation of Dushbuiton funclions
associated wilh the vTR. The dis'play slatus indicates
"TAPE" when the VTR is acdve. TochanSe lhe cunent tape
channel number, press eilher lhe + or - pushbutton.

The synch signal that is recorded with the original image is
automatically show! during playback. That signal ispresent
on the bottom pan of the scrcen as numben that conespond
to the minute and second of a one hour penod. Shuttle
search is possible by prcssing tle PLAY pushbutlon and
rhen pressing the >> or << buttons. A speeded image of
dre ricordei nalerial will be shown, atbng wilh lnch
numbeN at lhe boltom.

,1.43 Bypass

The bypass mode ailows lhe recorded image from a vTR
ch annEi to replace r ts corresponding surveil lince camera. To
perform a monitor bypass, do the following:

L Use one of the MFSM displays to show the VTR

2. Select the vTR channel to be bypassed (using + or
- Dushbutton).

3. Ifnecessary, advance or rewind the VTR unlil the
time. synch values matth those shown on a rcal-time
orsDrav.

4. Pr;s ihe PLAY burcn on rhe vTR.
5. Press BYP to bypass lhe sureillance camera signal

wllh taoe.
6. Verify'that the monitor status display indicates

"BYPASS CAMERA'"

4-5
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To disable thc bypass, do the following:

L Selcct MFSM display showin8 the bwassed
citinara-

2. Press thc BYP Dushbunon to rctum to normal vTR
function.

SYA]RNING

SOME SECURITY SYSTEMS CAII DETECT
WHEN A SYNCHRONZATION

ERROR HAS OCCURRED. BE ABSOLUTELY
CERTAIN THAT THE CORRECT

TIME SYNCH STCNAL IS PRESENT ON THE
BYPASS CHANNEL.

4-4.4 TGs and MRU Modes

when the Telemetry Guidalce Syst€m screen is present on
any of thc MFSM displays, all pcnincnt informalion
regarding active camens, siie personnel placement,
navrgarional information. and MRU locadon is provrded.
lo drsDlav the tuJ scroen'

t. Select the desircd display monitor on the MFSM.
2. Press the TGS pushbulrcn.
3. verify that de monitor slatus display indicates

''TGS - ". The currcnt dirEction of the MRU
is shown-ii-i6dspace after the dash.

Since location of an activc MRU can also bc shown rclalive
to its surroundings, it is best to control the MRU in conjunct-
ion with the TCS display. Figure 4'l explains de symbols
us€d on $e TCS screen,

4-6
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4,4.4.1 Controlling MRU Movement. To conrrol an
MRUdisplayed on the TCS. perform the fouowing
proceclurc:

L On systems equipped with ajoysrick:

a) Movc the hand cursor to thc MRU pushbuton.
b) Press and rclease the ioysdck conEol butbn.
c) The MRU butron is higilighred
d) Move tlle colurnn forward !o nove the MRU

forward, and back to move the MRU
backwards.

e) Move the colurrn to thc left to turn the MRU to
the- left, and to the right to tum the MRU to thc
ngnL

0 Note that the TGS sratus disDlay indicates the
dir€ction (EAST, WEST, NORi.H, oi SOUTH)
the MRU is facine.

g) Centering the con-trol colum stops the MRU in
lls current posrtron.

h) Press.lhe MRU button again to lelease l}le MRU
tuncuon.

i) Verify that rhe MRU bunon is no longer
highlighted.

On systems equiff'ed with a mouse:

a) Press and hold the F button to move the MRU
forward, and the B button !o move the MRU
backwards.

b) Press and hold the L buton to tum the MRU to
the left,
and the R button to tum the MRU to fre riphl

c) Note lhat the monitor status display indicaGs $e
direction (EAST, WEST, NORTH, or SOUTTD
the MRU is facine.
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4.5 SECRECY WARNINC

The conlent of this manual is of fie hishest "TOP
SECRET classification. Do nol rcmove rhis documenl
from its lockei files. Operarives with prop€r security
clearance will receive sealed copies. lt is unlawful !o copy
this MFSM document onto magnetic tape or disk, or by any
optica.l, chemical, or mechanical means.

MRIJ Heeding

Fisure .l-1. TCS Sc.een
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